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This protocol describes procedures for the secure storage, transfer and access of client records in accordance with ARS 32-3201 Arizona Title 12, Chapter 13, Article 7.1 and the federal regulations promulgated under the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  This protocol applies to the records of clients who have received or are receiving psychotherapy from Linda Poure, LCSW, MSW, MPS, PLC.

Secure Storage

Client records will be protected from access by unauthorized personnel at all times.  Client records will be stored in a locked administrative file cabinet secured in a storage area within the counseling office.  The counseling office is locked when not in use and the waiting room area (which accesses the counseling office) is locked at all times.  Authorized personnel gain access through an electronic key code.
All records will be secured in the administrative file cabinet when not in use.  All files will be secured in the administrative file when a non-authorized individual is in the counseling office (clients, maintenance personnel).  When the office is closed, all client records will be locked in the administrative file cabinet and the office door locked.  The office alarm will be set during off hours and the door of the building will be locked.

In situations where records are removed from the office, they will be kept in the personal possession of the therapist.  Unless the records are in current use, the records will be locked in a transportation case and transported in a locked vehicle.  Records will be returned to secure storage as soon as practical, normally no later than the next business day after completion of the purpose for the removal of the records.

Access

Access to client records is restricted to the primary therapist and other authorized personnel with a need to reference protected health information to perform their job functions.  Clients have the right to access their records upon written request in accordance with state law (ARS 12-2293, et. Seq.) and federal HIPAA regulations.  A written request to the therapist is required.  In accordance with ACA ethical guidelines, the therapist may contact a third-party requestor to obtain the information necessary to limit disclosure of confidential information to only that material which is required to satisfy the specific purpose of the disclosure.  Responses to requests for information will be supplied in no more than 10 business days from the receipt of all information necessary to process the request.
In accordance with ARS 12-2293 (B), a licensed health care professional may refuse to disclose records to the client or other requestors in situations where release may create a danger to the client or others.  In situations where it is reasonably foreseeable that this danger may exist, the therapist will review the applicable law to determine if there is legal justification to withhold the records, conduct blind consultations with other knowledgeable sources, document their conclusions in the file and notify the client or other authorized requestor of the determination made in a manner that satisfies ARS 12-2293 (D) and current HIPAA regulations.

Transfer

In the event of death or incapacity of the therapist, the records for clients that are actively receiving services will be given to one or more local behavioral health professionals to facilitate continuation of treatment.  These therapists will be licensed and agree to this service.  The client will have the right to continue treatment with this professional, discontinue treatment or ask for a referral.  Records for inactive clients will be handled by a “records custodian” who may be an individual or company.  The custodian will be responsible for satisfying record requests and destroying records when legal timeframes for retention are satisfied.  Clients will be notified by the custodian of this transfer and their options for the maintenance of their records.  Informed consent for this procedure will be obtained from the client prior to the provision of services.

In the event the counseling practice is sold and the records are moved to a different physical location, current clients will be notified in writing of any transfer 60 days prior to the date of the move, with options for how they want their records handled.  These options will include transfer to a new therapist, transfer to an alternate therapist or transfer to a records custodian as described above.  For inactive clients whose records are within the statutory guideline for records retention (ARS 12-2297) they will be notified in writing via the US Postal Service the of move, the new address and procedures to obtain their records.
Destruction of records

Client records will be kept in accordance with ARS 12-2297.  When records are to be destroyed, they will be shredded to maintain confidentiality.

Response to subpoenas

In the event that client records are requested via a subpoena, the therapist will review ARS 12-2294.01 and provide a written response to the requestor.  Requested records from the Arizona Board of Behavioral Health Examiners will be copied and delivered in a secure manner. 
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